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Introduction 
G/On Help is an end user support tool that is purchased as an additional option for G/On. G/On Help can be 

used real time to guide users in their use of G/On or their applications and G/On Help can be used to support 

end users with problems on their local machine. 

This guide provides the details of installing and using G/On Help with G/On 3.6. This guide covers version 

1.3 of G/On Help. 

The main components of G/On Help are the “Connection Broker” (ICS Server), “Manager” and “Client”. The 

client runs on the devices that are to be supported/administered in remote locations. Manager runs on the 

PC (or PCs) that are used to administrate the clients, or put differently: Manager controls the clients when a 

user is asking for help using the G/On Help Client. 

Note: The default demo license is valid until September 30, 2009. The demo license can be 

extended on request. The demo license provides is limited functionality for demonstration 

purposes. 

The G/On Help Client is a small footprint Windows application that does not require any installation and can 

be run from any media e.g. G/On USB key. The G/On Help Client connects through G/On and is contained in 

the zip-archive  

GOn_Help_Client.zip   

 

The G/On Help Manager comes in two versions:  

Mobile Manager: 

One version is a separate Windows application that does not require any installation and can be run from 

any media e.g. G/On USB key or from the hard drive via G/On Desktop. This “mobile” version of G/On Help 

Manager connects through G/On (to the Connection Broker) and is contained in the zip-archive  

GOn_Help_Manager.zip  

 

LAN-Based Manager: 

The other version of G/On Help Manager is intended for installation on a local PC and is used for a 

centralized help desk function inside the corporate LAN (and connects directly to the Connection Broker). 

This version is found in  

GOn_Help_Manager_local.zip  

Simply extract the ZIP archive and copy extracted files to any folder you prefer on local PC. (e.g. 

desktop\Gon_Help_Manager_local). A small modification is required in the G/On Help Manager‟s 

configuration as it should reflect the correct IP or DNS name of ICS Server. (see the section “How to install 

Manager on local PC“ below) 

 

The G/On Help Connection Broker: 

The G/On Help ICS Server is an Internet Connection Server or Connection Broker that requires a special 

license from Giritech. The primary purpose of the ICS Server is to allow the G/On Help Managers and G/On 

Help Clients to connect even in cases where the Manager/Client is behind a local firewall or a NAT private 

network.  When the Manager connects to a Client in these cases, it will do this through the ICS Server. 

Communication between Client and Manager is then tunneled through G/On to the ICS Server. 
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The primary operations implemented with G/On Help are “Request Help” and “Remote control the desktop”: 

Request Help – a user on a computer running a G/On Help Client is able to request help from a G/On Help 

Manager through a secure G/On connection. Any Managers listening for support requests on the same ICS 

Server will be notified of the support request and can accept (and pick up) the support session. The help 

request will show up on all available Managers from which a support engineer can respond and help the user 

(e.g. by taking control of his desktop). All communication goes through the ICS Server using G/On. 

Remote control the desktop – the Manager can connect to any Client and take control of the desktop after 

Client initiates the support session. Screen display is sent from the Client and displayed on the Manager; 

Keyboard and mouse operations are sent from the Manager to the Client. This is useful in a support 

scenario, where a user needs help or if the support engineer needs to administrate a computer without 

physical access to it. 

Note: The Manager and the Client always runs in the context of the currently logged on user. 
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Installing the ICS Server 

Typically, the G/On Help ICS Server is simply installed on the same machine as the G/On Server. However, 

the ICS Server can be installed on any server (computer) inside the company LAN. The only requirement is 

that the G/On server must be able to communicate with the ICS server.  

Start by downloading the ICS Server installer  

(GOn_Help_ICS_Server .msi ).  

Start the installation and follow the instructions on the screen. Installation is straight forward and simple. 

Reboot server if prompted. 

Note: you need to be connected to the server in “console mode“ in order to install the G/On 

Help ICS Server. It can be done using RDP with additional switches /admin or /console 

(depends on RDP protocol version). 

The ICS server is by default called GoToDevice Node and installed in C:\Program Files\GoToDevice\Node.  

 

 

It is installed as a Windows service and does not require any additional configuration. 
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Use currently logged-in (on the server) user name and password to logon on to the G/On Help ICS Server 

(GoToDevice Node). 
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The ICS server is automatically preconfigured to listen on port 2217 on all IP addresses. 

Note: This configuration is default and should not be changed without consulting Giritech 

Support. 

 



 

Giritech A/S 2009  

8 

Configure G/On Help Manager in GOnAdmin  
The G/On application string (wrapped for readability) needed for the G/On Help Manager is: 

8;%ICS_SERVER,mustedit,noblank%;2217;2217;tcp;"G/On Help Manager";"G/On Help 

Manager"; ;%VENDORPATH,noedit%GOn_Help_Manager \ g2dnmgr.exe; -

config="%VENDORPATH,noedit%GOn_Help_Manager \ config" - config -

license="%VENDORPATH,noedit%GOn_Help_Manager \ config" -

node=comm:ics#icsaddress:127.0.0.2;True;False  

 

Create the corresponding menu action and give it a name (e.g. G/On Help Manager). 
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In the „ICS Server“ field specify IP or DNS name of the server where the G/On Help ICS Server is installed 

and running. If the ICS Server is installed on the same machine as the G/On server it is recommended to 

specify 127.0.0.1 in the “ICS Server“ field. 
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Configure G/On Help Client in GOnAdmin 
The G/On application string (wrapped for readability) for the G/On Help Client: 

8;%ICS_SERVER,mustedit,noblank%;2217;2217;tcp;"G/On Help Client";"G/On Help 

Client";;%VENDORPA TH,noedit%GOn_Help_Client \ g2dznode.exe; -

config="%VENDORPATH,noedit%GOn_Help_Client \ config" - config -

license="%VENDORPATH,noedit%GOn_Help_Client \ config" -

support=comm:ics#icsaddress:127.0.0.2;True;False  

 

 

Create the corresponding menu action and give it a name (e.g. G/On Help Client). 
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In the “ICS Server” field specify IP or DNS name of the server where the G/On Help ICS Server is installed 

and running. If ICS Server is installed on the same machine as G/On server it is recommended to specify 

127.0.0.1 in the “ICS Server“ field. 
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How to install the G/On Help Manager and/or Client on a 

G/On USB device 
Extract GOn_Help_Client.zip  or GOn_Help_Manager.zip . Copy the extracted folders to the RWData 

folder on the G/On server (as shown below) and update the REMOVABLE partition of G/On USB keys (refer 

to G/On Admin Guide for help on how to update the REMOVABLE partition).. 

 

GOn_Help_Client folder content: 

 

GOn_Help_Manager folder content: 
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Note:  If the G/On Help Manager is not to be used through G/On it is not needed to copy the 

GOn_Help_Manager folder to the RWData folder on G/On server. See the section on „How to 

install Manager on a local PC“ 

 

How to install Manager on a local PC 
If the G/On Help Manager is to be installed on a local PC (hard drive)  GOn_Help_Manager_local.zip  

should be used.  

Simply extract the GOn_Help_Manager_local.zip  archive and copy the extracted files to any folder you 

prefer on the local PC. (e.g. desktop\Gon_Help_Manager_local). A small modification is required in the 

Managers configuration to reflect the correct IP or DNS name of the G/On Help ICS Server.  

Start G/On Help Manager by launching g2dnmgr.exe. Expand „Connection profiles“, find ICS Client profile, 

right click on it and choose Properties. 

 

 

Specify the IP or DNS name of the ICS server in the „ICS Server address“ field. 
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The Manager should be activated to listen for Help requests. Go to View, choose “Support Status”.  
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In the “Support status” window Click activate. “Support status” window can now be closed. The Manager is 

now listening for support requests coming from G/On Help Clients. 
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How to use G/On Help Client and Manager - Step-by-

step user guide 
 

The user who needs help is already connected via G/On. When the user needs assistance he simply finds 

the “G/On Help Client” menu action and clicks on it. 

 

 

The supporter who is going to do remote support is connected via G/On. Supporter starts “G/On Help 

Manager” by starting the appropriate menu action. As noted before Manager can be running from the G/On 

Client (either G/On USB key or G/On Desktop Client) or can be installed directly on a hard drive on the PC 

inside the company LAN. The further usage of the Manager is exactly the in both situations (see below). 

 

 

Establishing the support session between Client and 

Manager - Step-by-step guide 
1. User starts “G/On Help Client” 

 

2. Assuming the G/On Help Manager is already running and ready to acept Client connections 
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3. Users will see that G/On Help Client is connected and the support request is ready to be accepted 

by the Manager 

 

 

4. Manager will see that user is requesting a support session and chooses to Connect to it. 
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5. When the Manager accepts the connection, the User is notified with the following messages. Note 

that user can disconnect the Manager (supporter) by clicking Disconnect at anytime. Note: when 

connecting to the Client, the authenticated user is displayed as either “Anonymous” or “Supporter 

 

 

6. The Manager chooses to control the Desktop resource of the Client (User) PC. Both User (Client) 

and Supporter (Manager) sees the Desktop of Users PC. Note: in advanced configurations more 

than just the Desktop resource is possible (e.g. Services, File transfer, Device manager, registry 

etc.) 
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7. If the connection between Client and Manager is lost, e.g. user accidently clicked Disconnect 

Manager, the Manager will close the support session window and wait for the Client to reconnect. 
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8. User (Client) can re-establish the support session by right clicking on G/On Help icon and choosing 

“Get Support” or can quit G/On Help Client by choosing “Stop G/On Help Client Advanced”. 
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9. If User (Client) has not completely disconnected “G/On Help Client”, the Manager can still reconnect 

to the User by going to ICS Client profile on the Manager, finding the right user connection, right 

clicking on it and choose Connect.  

 

This functionality is enabled by default for demo purposes and can be disabled in production environment (in 

some cases this feature is seen as a privacy violation). 
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Advanced information 
The Manager (g2dnmgr.exe ) can optionally be started with special command line parameters: 

- close  

Exit the Manager when last connection is disconnected. 

- config=<path>  

Path to configuration files (*.db) 

- config_license=<path>  

Path to license file (license.db) 

- node=<...>  

Connect to a Client (can only be used for TCP connections). The following parameters are available 

(separate parameters with the „#‟ character): 

comm (optional) = connection type “isc” or “tcp”, if not specified “tcp” is assumed 

address (required) = address of node(ip or host name) 

icsaddress (required if “ics” specified) = address of ICS server 

username (optional) = username to be used during logon 

password (optional) = password to be used during logon 

path (optional) = resource to activate 

Example (must be entered on one line): -

node =address:192.168.1.100#username:administrator#password:secret#path:Desktop 

Note that multiple -node switches can be specified. 

 

The Client (g2dznode.exe ) can optionally be started with special command line parameters: 

- close  

Exit the Client when Get Support session has terminated. 

- config=<path>  

Path to configuration files (*.db) 

- config - license=<path>  

Path to license file (license.db) 

- nocomm 
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Do not allow inbound communication. The only way to connect to the Client is when the user makes a Get 

Support request. 

- security=<...>  

Set access security parameters (separate parameters with the „#‟character).  

The following “management” items can be specified: 

• log 

• config 

• security 

The following “resource” items can be specified: 

• desktop 

• files 

• eventlog 

• services 

• devices 

• taskman 

• registry 

• webcam 

For each management and resource item the access can be specified: 

• r – read-only access 

• rw – read-write access 

If the “-security” parameter is not specified, the Manager will have read-write access to all resources. 

If at least one “r” or “rw” is present, Manager will only have access (read or read/write) to the specified 

resources. Omitted resources won‟t be accessible. 

Example (must be entered on one line): -

security=log:rw#config:rw#security:rw#desktop:rw#files:rw#eventlog:rw#services:rw#devices:r#taskman:r#re

gistry:r#webcam:r 

-support=<...> 

Initiate a support session. The following parameters can be specified (separate parameters with the „#‟ 

character): 

• comm – “tcp” or “ics”. 

For “tcp” connection type the following settings can be specified: 

• mode – “browse” or “call”. “Browse” means that the Support Node will search for a supporter on the local 

subnet. “Call” contacts specific addresses (must specify “address” below). 
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• address – IP or host name of Manager computer (only if “mode=call”), multiple addresses can be specified. 

• port – TCP port to use if not explicitly specified in “address”.  

For “ics” connection type the following settings can be specified: 

• icsaddress – address of ICS server. 

Example (must be entered on one line): 

-support=comm:tcp#mode:browse#address:192.168.1.100,192.168.1.120#port:2219 

-support=comm:ics#icsaddress:192.168.1.112 


