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Introduction

The G/On Installation Guide and Admin Manual is a concise usable resource for
Certified G/On Partners and G/On Administrators.

This Manual covers everything you need to initially install, upgrade, administrate
and configure applications for your Giritech G/On solution.

Who is this Guide For?

The G/On Installation Guide and Admin Manual is designed for:

Technical personnel with a basic understanding of TCP/IP based networks,
firewalls and services.

Accomplished Administrators who have experience installing, configuring and
administrating Microsoft Windows servers.

System Administrators with a fundamental understanding of Microsoft Active
Directory.

How the Manual is Organized

G/On Installation Guide and Admin Manual is to be used in the implementation,
upgrade and routine administration of your G/On installation.

X Network, Firewall and Database Pre-configuration: Chapter 2
X System Configuration, Zone Setup and Application Connectivity: Chapters 3-6

X Routine Administration, User synchronization and Client Deployment: Chapters
7-11

Note: this manual covers all versions of G/On (Enterprise and Business).
Functionality that is only included in G/On Enterprise (but optionally in G/On
Business) is marked with an =” mark. Functionality marked °*"" is optionally for
both versions.

All screenshots in this manual are either Windows Server 2003 or Vista i but the
contents of the screens are exactly the same across all versions of supported
operating systems.

Support

Every effort has been made to ensure the accuracy of the contents of this manual.
Any corrections will be posted to the latest online G/On Installation Guide and
Admin Manual at the Giritech Website (www.giritech.com) under Support.

If you require additional support or further assistance, please contact Giritech
Support at: support@giritech.com.

Copyright Giritech A/S 2009
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Understanding G/On

G/On gives IT professionals the ability to securely extend internal applications to
users, partners, vendors, external contractors and others in a way that is easy to
administrate. User and group information can be synchronized with domains® in
Microsoft AD, allowing for easy configuration of menus.

The G/On product consists of two primary parts:

G/On Server

G/On Client

UNSECURE SECURE )

Microsoft
i Active
G/On Client Directory
Internet
G/On
Server Application
Servers

G/On is an end-to-end, all-in-one solution

G/On Server

The G/ On Server is a Windows Based Se
EMCADSE, Encrypted Multipurpose Conte
System) technology. The EMCADSE Dat a
for storing and accessing information about applications, users, groups, adopted
keys, rules, zones and access statistics.

The G/On Server has one TCP port open for incoming connections and forwards
the relevant parts of incoming connections to services on the network it is attached
to. This only occurs once a connection has been established.

The G/On Client (either G/On USB or G/On Desktop) first verifies that it is
connecting with the right server using a signing key-pair. The G/On Server then
verifies that the G/On Client belongs to the system. This verification is done by
means of a unique serial number that unambiguously identifies the actual device,
referred to as the EDC, Electronic Data Carrier (e.g. USB key or host PC). It then
checks for connection rules, allowing or denying access to that client.

The Client is assigned into one or more zone(s) that reflects the defined level of
trust versus access that has been set by the systems administrator during the
installation.

! E”:Synchronization with multiple domains in complex AD structures are only supported in G/On

Enterprise
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Once the Server has verified the client and assigned the appropriate zone, the
G/On Server authenticates the user, either against the AD or the EDMS. The AD is
not queried until the G/On Server verifies that the user exists in the EDMS.

The AD is never exposed, and the AD passwords are never stored in the EDMS.

Finally, once the User has been authenticated the Server presents a menu to the
client. Menus are dynamic and the menu presented to the user is defined by the
administrator and can vary based on user name, user group associations, and
access zones.

G/On Client
The G/On Client is currently either a G/On USB Key or a G/On Desktop client.

Two-factor authentication is implemented using 163 bit Elliptic Curve Cryptography
(ECC), a standards-based, public key technology, to generate key pairs, which are
used for encrypting and signing the initial handshake prior to user logon.

By verifying the serveroés digital signature
also validating the server, before any connection continues.

Once the handshake is completed, all data is encrypted using 256 bit Advanced
Encryption Standard (AES). Each new application session goes through the
handshaking procedure, establishing a new AES encrypted connection. This
means that all application sessions run on individual connections, preventing data
leaks between sessions. As an added security precaution, two separate AES key
pairs are used, one for upstream traffic and one for downstream traffic.

Any tampering with a connection will cause the application session to be

disconnected by the G/On Server, but will not influence other application sessions.

The client opens ports on the client PCbs |
forwards communication to and from this port through the G/On Server. A

technique called LockToProcess prevents any other application from using the

session to access the intranet. Only the proper application will be allowed to

connect through the loopback interface.

Warning:

G/On release 3.6 uses a new EDC detection routine for identifying
the computers from which access is given. This means that all
desktop clients adopted with G/On version 3.5 or older will have to
be re-adopted after installation of G/On 3.6. PLEASE SEE Notes on
G/On Desktop Adoption on Page 106 before deploying the new
G/On Desktop Clients.

Copyright Giritech A/S 2009 7
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Chapter

Overview of G/On Configuration &

Deployment

From beginning to end there are 6 major categories you will need to complete to

get up and running with your G/On Solution.

Preparation and  Installation or User Setup Administrator Client Administration
Network Setup Upgrade Setup & Deployment
Configuration
Bandwidth Installation of User User Access Best Server Backup
Review the G/On Synchronization Locations Practice
Server & Database Security (Zone USB Key
Population Setup) Deployment
Firewall Creating the Application Best G/On
Settings Database Connectivity Practice Configuration
Creation Desktop Backup
Client
Deployment
User Directory Configure Connect User Adding New
Setup User Login Applications Guidelines Users
Security
Features
Failover Setup  Configure the Create and Removing
Client Assign User Users
connections Groups &
Menus

DNS Settings

Database
Preparation

HTTP Proxy
support

Create your
Company
Specific
Identity File

Activation of
G/On
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SECTION OVERVIEW

X

Server Software and Hardware

Requirements

X

Bandwidth Considerations

e

G/On Server Placement in

the Network Environment

Firewall Configuration

X

Failover Setup &

Configuration

X

User Directory Setup

Client Software & Hardware

Requirements

e

DNS Settings

Database Setup &

Preparation

Use of Virtual Servers™

Chapter

Configuration & Requirements for
Your Environment

Before you install your G/On Server, you need to prepare your network
environment. This section covers the basic pre-requisites you must have to
successfully install, configure and run G/On.

0 save time during the installation and configuration process, we
process, we recommend that you make the necessary preparations
preparations to your network environment prior to installation of
installation of G/On.

G/On Server Requirements

Server Hardware
USB port version 1.1 or higher

Minimum two virtual drive mappings available (e.g. drives E:\ and F:\). Optional
Tokenless “*™" support available

120 Mb of available hard disk space
Minimum 1.2GHz Processor
Minimum 512 MB memory for up to 100 concurrent users

2 GB memory for a recommended maximum of 500 concurrent users

Server Software
Your G/On Server can use one of the following:

Microsoft Windows Server 2003 SP2
Microsoft Windows Server 2003 R2 SP2 (32 bit and 64 bit)

Microsoft Windows Server 20082 (32 bit and 64 bit)

2 Please note that G/On 3.6 have been tested with basic Windows Server 2008 functionality, only
Terminal Server 2008 and Active Directory 2008 have been tested with G/On 3.6. Please contact
Giritech support for latest details on Windows Server 2008 support.

Copyright Giritech A/S 2009 10
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Limited support for Windows Server 2000 SP4 (please contact Giritech support for
details)

Dimensioning the Server
The G/On Server is not CPU intensive, but CPU usage will increase as the amount
of concurrent users increase.

Bandwidth Considerations

Network bandwidth is a key factor and probably the primary bottleneck if not
properly sized. The network and server administrators should be able to monitor
bandwidth for saturation.

The available network bandwidth is halved in the case where both inbound and
outbound traffic uses the same network adapter on the G/On Server.

To scale network performance, a second network adapter can be installed,

assigning one to the inbound connections from the users and the other to the LAN

where the application servers are located. No routing between the interfaces is

needed. This configuration also provides a
ffout sided that helps increase the security

Where to Place your G/On Server

Physical placement for the G/On server is a business choice i.e. it depends on the
level of security that the company would like to maintain. We recommend the
following, in prioritized order:

Preferred Server:

Placement on a dedicated hardware provides the highest level of security
Placement on a separate virtual server (using Tokenless °*'°")

Proxy Server

Terminal Server

Ao PE

Not Recommended:
We do not recommend installation on other types of servers. And NEVER on the
same box as the AD Server or a Web Server as this presents a grave security risk.

Placement in the Firewall/LAN Infrastructure:

The EMCADS server has been designed to be placed securely on the inside of the
Firewall where the application servers are.

In this configuration only one port (default 3945 or as configured) in the Firewall will
be open from the outside. All traffic on this port should be forwarded to the G/On
server, and only to the G/On server. And the traffic on this port will be limited to the
applications that the remote users have been authorized to access. Direct access
to the infrastructure is avoided, since the user only has access to predefined
applications and the remote PC is never assigned an IP address on the internal
network where the G/On Server resides. All traffic running on this port is encrypted
and protected.

Copyright Giritech A/S 2009 11
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Firewall Configuration

Configuration of your firewall impacts the:
1 Activation and Upgrade of your G/On installation
1 Where Clients connect during general operations

1 Failover

General Firewall Requirements

The default setting for G/On communication is via the default IANA assigned port
3945. To use the default settings, configure your firewall Port 3945/tcp for Inbound
Traffic.

Changing the Default Listening Port
We do not recommend changing the standard listening port (3945/tp), and
instead recommend that you configure alternative external listening ports
with Port Address Translation (PAT) features on your firewall. (See below)

If you for some reason still wish to change the listening port for daily
operations, you can change the default listening port from Port 3945/tcp to
another TCP port by changing the settings during G/On installation. If you
choose to change the default port configure your firewall to pass traffic
from the same port to the G/On Server.

Alternative External Listening Port Configuration with PAT
If you would like to externally listen on port(s) OTHER than 3945/tcp, you
can use Port Address Translation in youtlt
additional ports on the outside firewall to the G/On Server. We suggest
using external 3945/tcp, 443/tcp and 80/tcp which all must be PAT to
3945/tcp on the inside. (see section on Failover with 1 IP address for more
information)

Licensing & Activation Requirements on Firewall Configuration
G/On version 3.6 support a range of license activation options. In the default
setting the G/On server will contact the Giritech licensing server at
license?2.giritech.com on port 3945/tcp. This port must be open, outbound
from the G/On server during license activation and upgrades. The port does not
have to remain open during normal operation.

In case license communication fails on port 3945/tcp, the G/On server will
automatically try port 443/tcp and port 80/tcp successively to see if connection to
the Giritech license server can be established on one of these ports.

If all 3 ports fail due to outgoing traffic from G/On server towards the Internet being
bl ocked, the G/ On server <can Offinelicensdde i nst a
feature. Please contact Giritech Support for more information.

When usiUiffpelicdned Aif eat ur e, no changes are req
firewall for licensing purposes.

Copyright Giritech A/S 2009 12
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Note:
Previous versions of G/On (3.4 and older):

Older versions of G/On communicates differently with a different Giritech
licensing server at license.giritech.com

G/On 3.4 uses port 80/tcp for communication with the Giritech licensing
server. The firewall port 80/tcp MUST allow unrestricted outbound traffic
from the G/On server.

G/On 3.3.1 and older only communicates with the Giritech license server
on port 3945/tcp. Only exception is G/On 3.3.1 which will try to fallback to
port 80/tcp in case port 3945/tcp fails.

Failover Configuration & Setup

G/On currently supports a Stateless failover method. Your G/On License must be
configured for the following:

1. Atleast one Additional Server °*""

2. Tokenless """
3. External Database (not required, but recommended)

In terms of hardware you will need to install a second G/On server

Note that if the Tokenless """ option has been

enabled you will not need to have the token active on FAILOVER
the server. CONFIGURATION
CHECKLIST
Note: X Install the second G/On Server
Database Choice: X Check that the signed key

pairs are identical (copy &
When implementing stateless failover

please use the MS SQL Database option”". paste)

This database will be less resource X Check that your IP
intensive to administrate as you can use

addresses are correctly
one database for both G/On servers and

you only have to maintain one database entered into G/On Builder
backup routine. X Verify that the listening port
is correct in the Advanced
In order to configure your environment for Failover, settings of G/On Builder
please go to page 39 and follow the directions on X Verify that the firewall setup

setting up multiple G/On servers. Furthermore you

have the following options available: is correct, incl. ports, NAT

and PAT configuration

Copyright Giritech A/S 2009 13
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Failover using 2 External IP Addresses
1. Request 2 unique External IP Addresses.
2. When configuring your initial G/On Server, enter both IP addresses into the
Clients Tab of G/ On Builder. This is don:t

name or | P Addresso
3. The listening port can remain 3945 for both the primary and the failover
servers.

4. Copy your G/On server to the backup/failover server.

Failover Using 1 External IP Address

1. You will have to use your firewall ds Porf
configure the traffic from the External Port to the internal G/On Server listening
ports.

2. Install your primary G/On server as normal and leave the listening port set to
3945/tcp.

3. When configuring your initial G/On Server, enter the IP address into the Clients
Tab of G/ On Builder. I n the ftaeehtet APOrt
the Ports that you have defined in the firewall, separated by commas. ie.
3945,443.

4. Activate your Primary G/On server and generate your signing key pair.

5. Install your secondary G/On Server with all the same settings. Copy the signing
keypair from your Primary server installation.

6. Define the listening port to listen to a different port, ie. 443/tcp.

Directory Synchronization

Two separate tools is provided for AD synchronization: The default USync tool for
smaller installations and installations running on the internal G/On database and
AdSync for larger G/On installations with more than 200 users (see later chapter
on AD Sync, page 32).

For synchronization with the AD, G/On Server must be a full member of the
Domain.

If you plan to import users from AD and/or authenticate users against AD, the
server needs to be a member of the AD domain the users are in.

Note:

If you choose to use Microsoft Active Directory, you must have the rights
to:

T Assign Internal DNS Names to IP Addresses

fCreate Global Security Groups and assign User/Group memberships in
the AD.

Client Requirements

G/On currently has two client versions to choose from.

1 G/OnUSB

i G/On Desktop

Copyright Giritech A/S 2009 14
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G/On does not technically limit which clients you choose to deploy. You should
receive your G/On USB keys in the package together with your software. The
desktop clients can be found in the Emcads/GOnDesktop folder on the G/On
Server once you have completed your initial installation and configuration.

Client Firewall Requirements

G/On requires that Port 3945/tcp (or other ports as configured in G/On builder, see
later) is open for Outbound traffic on all clients.

Optional http proxy tool is available for special configurations where clients need to

traverse http proxies from within an internal network to get access to the Internet.
More details in Chapter 13.

Client Hardware Requirements

G/On USB
USB port version 1.1 or higher

Minimum two virtual drive mappings available before any network drive mapping
(e.g. drives E:\ and F:\)

G/On Desktop
Available hard disk space: 40 Mb

Client Software
Your G/On Clients can use one of the following:

G/On USB
Microsoft Windows 7 Release Candidate® (32 bit and 64 bit)

Microsoft Windows Vista and Vista SP1 (32 bit and 64 bit)
Microsoft Windows XP SP2 incl. Hotfix KB884020
Microsoft Windows XP SP3

Limited support for Windows 2000 Professional SP4 (please contact Giritech support
for details)

G/On Desktop

Microsoft Windows 7 Release Candidate®
Microsoft Windows Vista and Vista SP1

Microsoft Windows XP SP2 incl. Hotfix KB884020
Microsoft Windows XP SP3

Limited support for Windows 2000 Professional SP4 (please contact Giritech support
for details)

% Note that G/On 3.6 is released prior to the final release of Windows 7.

Copyright Giritech A/S 2009 15



R Ircecrre

DNS Settings

Using External DNS Names

To enable external, remote access, you may want to define a DNS record, for
example, gon.company.com that you can map to the firewalls external IP
address assigned to the G/On Server.

We recommend that you use Host Names instead of IP addresses. This puts fewer
requirements on you to reconfigure & redeploy your users/clients if you change the
external IP address of the G/On Server.

When to use Split DNS

Some third party products may require Split DNS service, like Citrix PN, Microsoft
Outlook, and Microsoft CRM. For more information on when and how to use split
DNS, consult the Support section on the Giritech website.

Anti-Virus Settings 1 Server side

If you have an anti-virus application on your server, we recommend you except the
temp directory from background scanning. The reason for this is that the EDMS
(EMCADS Data Management System) needs exclusive access to its own
temporary files, which are created in the temp directory.

I n case of fAfalse positiveso whe rerifiean
G/On as malware, please contact Giritech Support for help to contact the vendor
and resolve the issue.

Database Setup

G/On includes support for three types of databases
EDMS ( Gi r i t &€dCADS Datd Manageraent System)
MS SQL Server 2005

MS SQL Server 2008

G/On EDMS

If you choose to use the Native EDMS, no pre-configuration is necessary.

MS SQL Server 2005 and 2008"

For users of MS SQL, you need to follow a specific series of actions to prepare
your MS SQL environment for G/On. For detailed information how to install with the
appropriate settings, please refer to the document SQL 2005/2008 Configuration
located on the Giritech website under Support.

Note:

You do not need to create a database. The database will be created by
G/On Builder during the installation and configuration process. More
Information can be found in Chapter 3.

Copyright Giritech A/S 2009 16
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Using Virtual Servers

G/On 3.6 supports the installation of G/On on virtual servers using the Tokenless
option gntion. This is a license option that needs to be ordered together with the
G/On Server to enable installation without a USB server token in the server.

The rest of the installation follows the standard G/On installation guidelines as
outlined in the remainder of this document.

SECTION CHECKLIST

Did you Verify your server meets the Software and Hardware Requirements

Did you review your Bandwidth?

Is the G/On server placed in the recommended location in your environment?

Have you configured your Firewall?

M| (A m (R

Did you open Port 3945, 443 or 80 OUTBOUND, unrestricted on the Firewall to activate and upgrade

your G/On installation or agree with Giritech Support to use the Offline license option?

Do you have the necessary hardware, IP addresses or PAT configured for Failover?

Is your User Directory configured with trust to the appropriate domains?

Do your corporate PCs meet the client Software & Hardware Requirements?

Have you established all the External DNS Settings?

Have you prepared your MSSQL Database or will you use the Native EDMS?

MM (W ||

Have you read the stipulations for use of Virtual Servers?

Copyright Giritech A/S 2009 17
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Chapter

G/On Installation & Server
Configuration

Chapter 3 is a walkthrough of an initial installation of G/On. If you are
upgrading from a previous version of G/On, there is a complete walkthrough
& reference guide for upgrading in Chapter 5.

ow that you have completed the necessary Environmental
preparations outlined in Chapter 3, we will get started installing
installing G/On. This chapter covers the initial installation of G/On
of G/On Using G/On Builder.

Installing G/On

Unpacking your G/On Product
When you receive the G/On product, it consists of the following:

One black USB key. - This is referred to as the "server token" and is needed for the
G/On Server installation, configuration and execution.

I Must always be present in the G/On Server unless the Tokenless

OPton faature has been enabled. Please consult your order
acknowledgement to verify. The black server key is however,
included with all G/ On packages as

Red/white USB keys with G/On print. - These are user (client) keys.

Note:

One of the red/white user keys is specially marked, containing the file
EDCSERIALS.DAT. Set this aside now, as you will need to copy this file
to the G/On Server after you have completed the server installation and
before you deploy user keys.

A CD-ROM containing G/On Product Software, Electronic Documentation & Desktop
Client

Copyright Giritech A/S 2009 18



Installing the Software and acquiring the first License

1. Insertthe server token in a vacant USB port on the server.
When Tokenless °™" is enabled, go directly to step 2 and have your license
number available and follow the onscreen license validation steps.

Note:

In Windows Explorer you will see how the USB key mounts two drives
and assigns drive letters. If the assigned drive letters conflicts with
existing drive letters (local or network mapped drives), you can assign
other drive letters for the USB partitions. This is done by running
diskmgmt.msc , right clicking on the partition in question and choosing
fiChange Drive Letter and Paths.0

2. Insert the G/On product CD.

If auto-run is enabled on the Windows server, you should be prompted to run
and install G/On.

Ifautor un is disabled, you can start the ins
from the root of the CD.

3. Read thelicense information;acce pt t hese by <clicking on
the server installation starts.

#5: G/On v3.5.0 Setup: License Agreement

Please review the license agreement before installing G/On +3.5.0. If you
"o accept all terms of the agreement, click I Agree.

sjon™ ~
License Agreement =

END-USER LICENSE AGREEMENT FOR GIRITECH A/S SOFTWARE
IMPORTAMNT-READ CAREFULLY

This non-exclusive End-User License Agreement ("EULA") is a legally binding
agreement between You (either an individual or a single entity) and Giritech

AlS For the Giritech &[S software product, which includes the G/On™ server
software and the GOn™ software clients and may include associated media,
printed materials, and "online" or

elertrnnic dncimentatinn SOFTWARE PRODIICT™. Ry 11sinn the SOFTWARE Y
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4. Choose where to install the server product.
Default is C:\ Program Files \ Emcads\ , but you can install the product
anywhere on a local hard disk.

i G/On v3.5.0 Setup: Installation Folder

% folder, click Browse and select another folder. Click Install to start the

g! Setup will install G/On v3.5.0 in the following Folder. To install in a different
installation,

Destination Folder -

I _:\Program Files\Emcads Browse... I

Space required: 100.1MB
Space available: 36.5GB

Cancel I Nullsoft Install System v2,23 < Back “ Install EI

5. Press the INSTALL G/On Server button.

6. Make sure the black Server Token is inserted in a USB Port (see 1.). Click
OK.

Option :

Or, in the case of a Tokenless installation, follow the onscreen

licensing directions.

i5' G/On v3.5.0 Setup

i ‘You are now about to install GJOn.

\) At this time you should verify that the Server Token you received
with your installation package is inserted in the USE interface on the server you are installing.
Before attempting offline license activation, please contact your Giritech partner

7. Respond Yes to the first three screens that appear:

ii5 G/On v3.5.0 Setup

Do you want to run GfOn Builder to begin configuring your system ?

Yes Mo

\?/ Mo configuration Found, do you want to create a new configuration profile ?
-

Copyright Giritech A/S 2009 20



Initial
License
Activation

Confirm

O The signing certificate appears to be invalid,
\:\/ do you want to generate a new certificate now ?

8. Requesta | icense from the Giritech | icense
the window shown below. Before confirming please make sure the G/On
server has access to the Internet and is allowed to contact
license2.giritech.com on port 3945/tcp !
\:’/. You need a license to activate this product, would you like to get one now?
-
Mo
Note:
If the server cannot get access to the Giritech license server, the following
error message (see screenshot) will be presented up to three times
(when trying ports 3945, 443 and 80 respectively). If all three attempts
fails, the license acquisition will fail and G/On Builder will be launched
enabling you to perform an Offline installation. Please contact Giritech
Support if this situation should occur for help with the offline installation
and go directly to step 11.
GOn Server Configurator
Could not resolve the license server "license2.giritech.com”
9. An activity indicator( AWor ki ngo) will be shown while
tries to connect to the Giritech license server. Finally you will be
requested to save the received license as shown below:
GOn Server Configurator
Do you want ko save the new license?
Any changes to the settings will also be saved
Mo Cancel
10. Press fiYesd0 and read the following messa:
acceptbypressing AOKO. This message i s cause

database and will only occur when installing a new G/On server. The
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Offline
License
Activation

missing database will be created later. Proceed to the next section about
the Builder Tool (page 23).

The database configuration test did not complete successfully.
Please wverify your settings andfor click the [Update] button in the "User Directory" pane.

WARNING: You should NOT start the Emcads server with the current configuration.

11. Offline license activation involves the following steps:

1 Contact Giritech support!

T I'n G/ On Builder under the AFil eo
activationbo

T I'n the popup window (see bel ow)
Forward this number together with your license number (from the
order confirmation or on the G/On box you received) to Giritech
support

T Giritech wildl return a fiLicense
the phone, that you need to past
figure below).

Press OK

=a =

Verify that the license details in the main G/On Builder windows
under fAServerod pane corresponds
received with your G/On package (Concurrent users, Max EDCs,
Expiry date and Activated Features).

& Off-line activation B@@

Contact Giritech support and give them the HardwarelD.
Paste the returned license into the field below.

HardwarelD:  [Eerpdiasaes

G/0On License: |00505921 0000 D7

License String:

Cancel l 0K EI

Congratulations! Your G/On Server is now installed

You may now proceed to the next section to verify your license and
configure your G/On Server Settings.

a

pane

st

e

t
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G/On Builder

G/On Builder is the tool you will be
using to:

A Configure your Server
A Maintain Your License
/E Create Your Database
A

Configure your G/On Security
Settings.

The Primary Interface consists of
4 Drop-down Menus and 5 Tabs
which you will use during the
configuration. The next sections
will walk you through the
necessary settings for the:

Server

(Advanced) Settings
User Directory
Client Update

AD Sync

Clients

E R EEEE]

Warning:

& G/On Builder

File Settings Emcads Service Help

Signing Keypair
Private Sighing Key

I UserDirectoryl Client Update | AD Sync] Clientsl

|K7mIYk26|JzIEnyBIfEer‘EjMDBeSEkE+wad3 elj

Public Signing Key

IkTC1DnOCBDGDSth+FDWDSGth13-8V31ZZyGRW31VY+

Logfile location

Logfile folder

Generate

|#INSTALLDIR%

License
Concurrent users 5 Max EDCs
Expires 25-09-2013

“Activated Features

V¥ MultiPort
[V ExtDB
v

Locate folder

Renew License !

5

Save

|Service Stopped

Changes to settings in G/On Builder are ONLY active after

A You have saved and activated using the >Save Button

/E Started/Restarted the Services using the >Emcads Service

>Start or Restart
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G/On Server Settings and License Activation

The Server tab contains three © G/On Builder
settings: Signing Keypair,
Logfile location and License:

File Settings Emcads Service Help

l UserDireclory] Client Update | AD Syncl Clientsl

Verifying your License S ianme Fovpnn
Private Signing Key
IXELr‘IJ 4bLSXPMH3] eryKleVWS 4UbSLCKXN1KZEH

1. Start your Builder
Configuration by
verifying the contents
of your G/On license. If Generate
no license details are
present ed ( i | Logfile location

Logfile folder

pressi nRenetvh e
|[%INSTALLDIR% Locate folder |

Public Signing Key
]Ads peIwIexFSANTCnTbZxdd3sgLd4E+2KQzFNCTSINI+

Licenseodo but
right hand side of the
G/On builder Server

Window. ‘License
Concurrent users nfa % MaxEDCs nfa

Once the license has been Expires n/a Renew License

received”, you will see the Activated Features
amount of users and tokens, the

expiration date and the V' M ¥

extended feature set of your W Au opt Vit

newly received license in the ¥ MultiDon [V Tokenless
fiLicensed sectid

window.

The extended feature set can be Save

any combination of below ]

features: Could not resolve the license server "license2.giritec Service Stopped

MuLTIIP =7 Support for multiple server IP addresses for server fail-over
MULTIPORT =" : Multi port connectivity for increased outgoing connectivity.
AUTOADOPT =": Auto-adoption of clients

ExTDB ": Support for external MS SQL database.

MuLTIDoM =": Support for multiple AD domains.

TokeNLEss *P"°": Support for installations without USB server key, e.g. virtual

Servers.

Signing Keypair
A Signing Keypair, are the private and public keys (i.e. passwords) that the G/On
Server uses to identify its clients and vice-versa.

4 Please contact Giritech Support if a license is not received! This issue is most likely be caused by the
G/On Server not having access to the Internet and not being allowed to contact the @imgech lic
server.
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Warning: Generating Signing Keypairs

Never Use the Generate button on a running system, unless you
plan to redeploy new USB keys and Desktop Clients to all users.
Generating a Signing Keypair should only be done on NEW
INSTALLATIONS as all deployed keys will cease to work because
they no | onger HfAshare a s eciyditeds
wrong). To redeploy, you need to distribute the new identity file.
Therefore ALWAYS backup the signing keypair as one the very first
actions you take when installing a G/On server.

If this is the first time you Install G/On, Click Generate in the signing

wi t h

t

keypair section.

Copy the Signing Keypair to afile (e.g. by double-clicking and

copy/paste into a text file) and store it in a secure location.

Advanced Server
Settings

Now proceed to the advanced server
settings by Clicking on the Settings,
Advanced Server Settings to call up
the dialog box.

Network

& G/On Builder,

File BSEGBES Emcads Service Help

Advanced Server settings. ., k 4D Sync | Clients]

Application passwords

Sic
Private Signing Key

|2deYMw82WdWYUtX—FEPZRX?BSShUbquk—tZH’ICG

Public Signing Key
|Evr?uw'\wi +2 TGy 2MMU jg94U+NN3 d4krxY8UVFMCXT7 ++

Generate

This is where you set the default G/On Server Listening Port.

By default the field is empty, meaning the port is set to 3945, which is the port

assigned by IANA to Giritech traffic.

For more information on the IANA port assignment go to:
http://www.iana.org/assignments/port-numbers

Advanced Server Settings

1. Configure the Listen Port: Enter
the relevant port if the firewall Port

he

Address Translates (PATs) to a Network
f Listen Port

different pOI’t than the pOI't the GON l— Note: This field does not have to be configured, but overrides

server listens on, (eg if clients ~ the port defined during installation if itis. Please consult the

connect to pOI‘t 3945 but the Conn. multiplier G/0n documentation before changing this value.

. ~ 10
Firewall PATO6s th
to it, enter 443). If left blank the EDC Auto-adoption
il i H v EDCs must be adopted to access system Note: Auto-adopt only

server will simply listen on 3945. takee place f EDC mst
™ Auto-adopt unknown USE Keys be adopted. Otherwise
[~ Auto-adopt unknown Desktop Clients the setting is ignored.
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Warning:

If you change this setting on an already running system, clients will
be unable to connect, unless you correctly PAT the connection on
the firewall.

Note:

Changing the listen port number allows several separate G/On servers
with different listening ports to be running on the same physical server
hardware (or virtual server hardware). To use this feature, the Firewall
should be configured to forward external requests from G/On clients to
the relevant G/On server on the inside on the ports they have been
configured to listen.

EDC Auto-Adoption™"
The last panel lets you enable or disable the level of security for EDC Access and
select the auto-adopt for your clients.

access system: This checkbox [Fretwork

Listen Port
enables you .tO turn_ on .OI' turn ,— Note: This field does not have to be configured, but overrides
off the adoptlon validation of the port defined during installation if itis. Please consult the
G/On clients (EDCS) Conn. multiplier G/0n documentation before changing this value.
' 10
C If you do not check the option EDEAosdoplic)

~ A v EDCs must be adopted to access system Note: Auto-adopt only
AEDCO & mwes ado P t takes place if EDC must

R ™ Auto-adopt unknown USE Keys be adopted. Dtherwise
effectively leave your G/On [~ Auto-adopt unknown Desktop Clients the setting is ignored.

installation without any token
security. Giritech recommends

that you | eave
be adopted to access system
Checked.

C Using Auto-Adoption. This option lets anyone with a USB key/Desktop Client
and your identity file connect to the server. While this presents you with a way
of automatically adopting keys that connect, which might come in handy if you
plan a big rollout, you should also note the Warning Box below

If you wish to follow security best practice Guidelines leave the default setting
withtheBox AEDC6s must be adopt edd cthoe.cakcecde ss Syst er

Warning:

Be aware that auto-adoption allows anyone with a G/On client and
your identity file to connect to your server. Giritech recommends to
only use this feature for a short and limited period to help large-
scale rollouts of clients and not as part of normal day to day
operation.
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