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How to Configure Split DNS

Split DNS is a concept that allows a hostname to resolve to one IP address on the internal network, and
another on the external network. An example is the G/On Server if it is to be used both internally and
externally. If the hostname of the G/On Server is gon.company.com it might resolve to 10.0.0.10 on the
internal network and 80.200.100.10 on the external network. The external IP address will then be Network
Address Translated (NAT) through the firewall to the internal IP address of 10.0.0.10.

Any application client (like Outlook) that uses a hostname to connect to an application server (like Exchange)
must be able to resolve this hostname to the loopback address 127.0.0.2 when connecting through G/On.
This is because G/On uses the loopback interface to direct all traffic through the encrypted connection
between the G/On Client and the G/On Server.

Outlook Client Setup

An example is an Outlook client that connects to an Exchange server using a hostname. If the hostname is
exch01l.company.com for user John Doe, the Exchange server settings will look as follows.

E-mail Accounts x|

Exchange Server Settings
You can enter the required information to connect ko your Exchange server,

Type the name af your Microsoft Exchange Server computer, For information, see your
syskem administrator,

Microsoft Exchange Server: Iexch[ll COMPanY , com

¥ Use Cached Exchange Mode

Type the name aof the mailbox sek up For wou by wour administrator, The mailbo:x name
is usually wour user name,

User Mame: |Jobn Doe Check Mame |

Mare Setkings ... |

< Back I Mexk = I Cancel |
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Internal DNS

The resolution of the hostname exchOl.company.com to the IP address 10.0.0.101 and the subsequent

connection between the Outlook client and the Exchange server will be accomplished as follows.

@ IN SOA company.com.
exch01 IN A 10.0.0.101

company.com’s Internal Network

Internal ain
Name Server
With the IP address resolved, the
~ Qutlook client can now establish
Outlook \ a connection with the Exchange

Client server in order to replicate mail,

calendar, etc.

The Outlook client is configured to connect to
exch01.company.com. In order to resolve this hostname to

-

an actual IP address, the TCP/IP stack uses the BIND Mail Se
protocol to contact the DNS server. If the DNS server knows exch01.company.com
the hostname it will return the corresponding IP address. 10.0.0.101

Since both the Outlook client and the Exchange server are on the same network, the Outlook client can
easily resolve the hostname exchOl.company.com to the correct IP address of 10.0.0.101. This results in

the traffic flow below.

Dutlook Client

TCP/IP Stack .10 TCFR/IP Stack
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External DNS

When the Outlook client needs to connect through G/On, the connection can no longer be established
directly to the Exchange server’s internal IP address. Instead, the hostname exch0O1.company.com should
now resolve to the loopback address the G/On Client is listening on. This requires that the external Domain

Name Server resolves exchOl.company.com to 127.0.0.2.

@ IN SOA company.com.
exch01 IN A 10.0.0.101
gon IN A10.0.0.10

@ IN SOA company.com.
exch01 IN A127.0.0.2

company.com's External Network
gon IN A 80.200.100.10

External ain
Name Server

~
Outlook
Client

The Outlook client is still configured to connect to a0y
exch01.company.com. In order to send the traffic through the B 0O
G/On client, the external DNS must return the loopback
address G/On is listening on.

01.company.com
10.0.0.101

The G/On Server asks the internal DNS
server for the real IP address of the
Exchange server and then uses this IP
address to forward traffic from the
Outlook client to the Exchange server

With the IP address resolved, the
Outlook client can now establish
a connection with the Exchange G/On
server through the G/On Server

Server

Since the Outlook client and Exchange server no longer are on the same network, the connection is now
established through the connection between the G/On Client and the G/On Server. This results in the traffic

flow below.

Cutlook Client

Server

G0N G/On

i

poncampany com
A0,00.0 140 f

TCP/IP Stack 0,100,110 Il Stac 10.0.0.101 TCP/IP Stack
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Web Server Access

Another scenario where Split DNS sometimes is needed is Web Server access. If each website is on a
separate web server, then Split DNS is not needed because the URL can be configured to go through the
G/On Client by specifying http://127.0.0.2/

If several websites exists on one web server, it may be necessary to use Split DNS depending on how the
web server is configured. If you have the following setup for www.company.com:

?'E Internet Information Services

File  Action Wiew Help
cs BE FNB[@[2] > 80
- {:I ! j ﬂ Descripkion  # I State I Host Header Mame I IP Address I Port I Status
E‘ﬂ Cefault Web Site o8 Default Web Ste  Running * Al Unassigned * 50

- II5Help
{8 Mews
E-{% Sales
[-#%% Support 1

Then there are two different ways of accessing these websites either as http://www.company.com/news or
http://news.company.com

In the first scenario, G/On can be configured to connect to http://127.0.0.2/news and Split DNS is not
needed.

Appiication Sting Editor E3
Mame Title: INews Intranet Site
AC Intranet _—
I _I5 e Application |G Sinale Part AprPe
Type AutoLogin Application La
_ _ Cancel Citrix A pplication Application Lal’
Terminal Service Legacy [4] Citriz: Desktop [Legacy 1ICA] ICA Legacy
5 Citrizs G ateveay Multi Part Appli
] ar r - Single Port [2] Citrix PN Application Lac ¥
Application Connector - Gateway (10 P AL Intranet
Application Launcher [3] SIEEEE
SERVER MAME: Iwww.company.com
—String parts [B - TClient Singleport]
Server namedip TR&Y HINT: IIntranel ‘wieb Server
|°/=SEHVEH_NAME,mustediLnobIankZ % APP NAME: |News
Destination part Lister port [client]  Com. type PATH: Inews
IBD <'>|BD Ilcp LockToFrocess: ITrue j
Tray hint
ShowProgress: True -
I“/OTFEAY_HINT,mustedit“/o ﬂ I J
Application title
[24PP_NAME mustediz %]
Application names to kill on exit [zeperate with #)
| =
Application ta launch
[7zBROWSER noeditz | I e os o
Application parameters Fosat | Cancel
Ihttp:a’ﬂ 27.0.0.2%PORT . noediti EPATH, mustedit ﬂ

Lock to process ] [ Show progress
{* As option {* Az option

" Force to Trug " Force to Trug

~ Force to False " Force to Falze
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In the second scenario G/On must be configured to connect to http://news.company.com which would
require an external DNS to resolve news.company.com to 127.0.0.2.

Application String Editor [ x|

Mame

|AE Intranet - Full IRL

Tupe

Terminal Service Legacy [4]
1CA Deskiop Legacy (5

Application Connector - Single Port [8]

Application Connector - Gateway [10)

Application Launcher [9]

—Sting partz (2 - TClient Singleport}
Server namedip
IZSEHVEH_NAME,mustedit,noblankZ
Destination port Listen port [client]  Com. type
IBEI <->|8EI Ih::p
Tray hint
| 2TRAY_HINT mustedit
Application title
| ZAPP_NAME mustedi

&

i

i

Application names to kill on exit [zeperate with #]

Application ta launch

&

|‘Z.EF|DWSEFLnoedit°/°

Application parameters
cwWEB_SERYER,

i

i, riobilarlk %%

Lock to process
* As option

= Force to True

" Farce ta False

Show progress
f* As option

™ Force to True

™ Force to Fake
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Save

[ e |
Cancel |

Editing menu action

Title INews Intranet Site

Application [AC Inkranet

AC Intranet - Full IRL
Autologin
Citri Application
Citrix Desktop [Legacy |CA)]
Citrizs G gty

AL Intranet - Full URL

Sir o]
Application Lar
Application Law
|C4 Legacy

Mult Part Apl |

Parameters

SERYER NAME: { . company. com

TR&Y HINT: IIntlanet “Web Server

APP NAME: [Mews

WEE SERVER: Inews. COmpany. com

PATH: |

LockToProcess: I True j
ShowProgress: I True j

[~ Save as new

Cancel i Save

Reset |
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DNS Configuration
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In the above examples, the external DNS would be configured as follows:

e

gon
exch01
WWW
news
sales
support

And the internal DNS would look as follows:

e

gon
exch01
WWW
news
sales
support

IN SOA

IN

=
wn

IN
IN
IN
IN
IN
IN

>r>>>>r>

IN SOA

IN NS

IN A
IN A
IN A
IN CNAME
IN CNAME
IN CNAME
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company.com. support._isp.com. (

2007042401
3600

300
3600000
86400

)

;serial

;refresh

sretry

;expire

;minimum

nsl.isp.com.

80.200.100.

company.com. root.company.com. (

2007042401
3600

300
3600000
86400

)

10

;serial
;refresh
;retry
;expire
;minimum

nsl.company.com.

10.0.0.10
10.0.0.101
10.0.0.102
www

www

www
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Security Concerns

The DNS server should be configured not to divulge the contents of the domain to anyone except the
secondary DNS for the domain. This prevents a potential attacker from dumping the contents of the domain.

named.conf Example
#
# named.conf file for company.com master server
#
acl dns-slaves {
80.200.100.6;

80.100.100.3
¥
options {

directory "/etc";

allow-transfer { dns-slaves; localhost; };
};

zone 'company.com™ in {
type master;
Ffile "company.data';

}:

zone "100.200.80.in-addr.arpa™ in {
type master;
file "company.rev';

}:

zone "0.0.127.in-addr.arpa™ in {
type master;
file "company.local™;

}:
Loopback Hacking

Should an attacker manage to find out that the company.com domain contains a host called exch01 and the
attacker decides to scan this server, what really happens is that the attacker will scan his/her own PC
because the returned IP address corresponds to the attacker’s own loopback interface.

IN SOA company.com.
exch01 IN A127.0.0.2
gon IN A 80.200.100.10

IN SOA company.com.
exch01 INA10.0.0101
gon IN A 10.0.0.10

company.com's External Network

<2

External D@Mmain

S5 Name Server feias]
S Network
Attacker
Any ing perf d by the ker will happen on Ei f Mail Server
rar loopback i | d irew
the attz s own loop| interface. of ) ewd exch01.company.com
scanning any of company.com’s servers, the attacker will 10.0.0.101

attempt to break into his/her own PC.

G/On
Server
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