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How To:

Encrypt Notebooks and Hard Drives

A completely integrated G/On and TrueCrypt Solution for
securing data in transit and data at rest.

November 2008

Introduction

G/On is an end-to-end remote access solution that provides users with secure access from any PC to
corporate applications such as e-mail, ERP, and office applications. On top, G/On can be configured to let
data stay securely on the corporate network by preventing the user from downloading, copy/paste,
attach/detach etc. However, many people are depending on Laptops in their job and are relying on access to
corporate data even while working off-line. This imposes a significant risk to companies for losing sensitive
data if Laptops are stolen, misplaced, lost, or simply left out of sight for a few minutes in, say, an airport
lounge. In the City of London alone, more than ten thousand laptops are accidentally left in Taxi’s every year.
So, while G/On will securely connect the user from his or her Laptop to corporate applications and — if
configured to allow — will securely download data to the Laptop, data themselves are not protected once
downloaded to the Laptop unless additional measures are taken.

This How-To Guide explains how G/On can be fully integrated with a hardware encryption tool like TrueCrypt
to encrypt data storage devices such as a data partition on a Laptop hard drive or on a USB stick. Encrypting
a data partition on user Laptops will significantly enhance the protection of sensitive data even while stored
on mobile devices that can easily be accessed by other people.

How-To Guide

The following description shows how to encrypt a Notebook with TrueCrypt. The encryption is protected by a
combination of a user supplied password and the integrated “certificate”, called the EDC, of the G/On USB
key that is already used by G/On for the user authentication for remote access. Although not all that
complicated, the instructions are technical in nature, and should only be carried out by IT-administrators or
users with experience in setting up a computer. Giritech recommends that organizations wanting to
implement encryption of offsite data storage, use the instructions below to enhance/build a standard image
on their user’s laptops.

The solution and this documentation were originally developed by Giritech GmbH, 2008.
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Download TrueCrypt

Download link for the TrueCrypt Foundation

http://www.TrueCrypt.org

Prepare the Notebook

Notebook/PC System Preparation

Split the Notebook hard disk into two partitions:
= System — Operating system
= Data — Application and company data

Attention!
Do not use drive letter “D:” for your data partition. Use a higher drive letter like “V:” as “D:” is typically used
by the operating system.

Hint: You may want to use the freeware “Driveimage XML”to help you to back up the partition before doing
any changes: http://www.runtime.org/driveimage-xml.htm.

The freeware “Partiton Logic” can help you to resize the partition of your hard drives
http://partitionlogic.org.uk. Do not use without having a complete backup!

Download and install TrueCrypt version 6 or higher from www.truecrypt.org

= Launch TrueCrypt and go to the menu “Tools” and crate a “Traveler Disk Setup” which is the portable
version of TrueCrypt you can use from a G/On USB.
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TrueCrypt Traveler Disk Setup

~File Settings -
Create traveler disk files at {traveler disk root directory):
| C:\TrueCrypt Traveler

V' Include TrueCrypt Yolume Creation Wizard

-AutoRun Configuration {autorun.inf) -
Upon insertion of traveler disk:

* Do nothing
(" Start TrueCrypt
" Auto-mount TrueCrypt volume (specified below)

Mount Settings

!

ltueCrypt yolume t

Mount volume as drive letter [ AVaB3DEE _I
¥ Open Explorer window For mounted

r— Mount volume as read-on

[© Cache password

Create Close

i ) TrueCrypt traveler disk has been successfdly created.

Note that you need adminstrator peivileges to run TruaCrypt in traveler mode. Also note thak, after examiring the registry fle, & may be possible to
tell that TrueCrypt was run on a Windows system even if it is runin traveler mode,

Take any picture and store it to the hard disk — for example “Company.jpg”, or use an existing (unique)
picture already on your computer.

= The first megabyte of the image file will be used later for encryption. A picture is a good tool for that
as you have to use the original file — no one will ever be able to do the same picture again with a
camera.

Copy the tool EDC2PW.exe to your hard disk

= You can find “EDC2PW.exe” in the “Clients” directory of G/On version 3.4.1.1341 or newer

= Run “EDC2PW /PromptForPW”.

Enter the password. Then copy and store the EDC/password hash in a text file for future use.
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€T C:\WINDOWS\system32\cmd.exe - edc2pw PromptForPW : - o x|

icrosoft Windows XP [Uersion 5.1.260601
CC)> Copuyright 1985-2881 Microsoft Corp.

C:\Dokumente und Einstellungen\MB>cd \edc2PV

3:N\EDC2PW>edc2pw /PromptForPU

Pazzword:

EEEEE T

Cancel ‘ oK.

cv Auswdhlen C:\WINDOWSisystem32\cmd.exe

icrosoft Windows XP [Uersion 5.1.260601
CC> Copuyright 1985-2881 Microsoft Corp.

C:\Dokumente und Einstellungen\MB>cd \edc2PV

IC:\EDC2PW>edc2pw /PromptForPU
37DDFD83D94CE?DC8FB382A4D?FEF92B
:\EDC2PU>
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Hard Disk Encryption

Encrypt partition

= Launch TrueCrypt — click ,No* if you get this message.

9 | If you have never used TrueCrypt before, we recommand that you read the chapter Bagniner's Tutceldl in the TruaCrypt User Guide, Do you want to
\'/ view the tutcrial?

I TrueCrypt BES
Wolumes  Swstem  Keyfiles Tools Settings Help Homepage

__IZJ_rive|_'-.-'u::|ume _ Size | Encryphion algorithm IT}-‘PE |i|
g
gt H:
gl ]
gl |
gl P
e T
G )
g P
gt ()
Ggiv R
g 5 =
g T!
S|
Gl |

Zreake Yolume | folme Properiies | Wipe Cache ]

~Malurme -

| LI Select File. .. J

¥ Mever save history |

Select Device, ., ]

Maunk Auko-Mount Devices Dismiount All | E ik
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= Kiick on ,Create Volume® and select “Create a volume within a non-system partition / device”

B TrueCrypt Volume Creation Wizard

TiueCrypt Volume Creation Wizard

" Create a file container

Creates a virtual encrypted disk within a file, Recommended for
inexperienced users,
More information

* Lreate a volume within a non-system partition;/device:

Formats and encrypts a non-system partition, entire external or
secondary drive, entire USE stick, etc,

" Encrypt the system partition or entire system drive

Encrypts the partiion/drive where Windows is installed. Anvone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

Help I Next = I Cancel

= Select “Standard TrueCryp volume”

EE&
Volume Type

* Standard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume.

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
wolume.

More information about hidden volumes

g
2
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=> Kilick on “Select Device...”

B TrueCrypt Volume Creation Wizard

Volume Location

|\DeviceU-iardcisldJ’i,Parti:imZ j | Select Device. .. I

W Mever save history

A device-hosted TrueCrypt volume can be created within a hard disk
partition, solid-state drive, USE memory stick, and other storage
devices.

WARNING: Note that the partition/device will be formatted and all
data currently stored on it will be lost {you can prevent this only if
you select the partition/drive where Windows is installed and from
which i boots).

e % R T
= Chose the partition to be encrypted
Select a Partition or Device
Device Drive Size | Name [
Harddisk 0: 74.5GB
\Device\Harddisk0\Partition1 C: 61.3GEB HO6720GRPO1
\DevicelHarddiskDiPartition2
Harddisk 1 {removable): 985 MB
\Device\Harddisk1{Partition1 E: 984 ME REMOVABLE

| OK I Cancel
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= Kilick “Yes” to continue

TrueCrypt Volume Creation Wizard

IMPORTANT: We strongly recormend that nexperienced users create a TrueCrypt fle container on the selected device/partiion, instead of
! attempting to encrypt the entire device/partition,

When you create & TrosCrypt file cortainer (a2 opposed to encrypting & device or partition) there is, for example, no risk of destraying a large number
of files, Note that a TrueCrypt file contaner (even though & contains a virtual encrypted disk) is actudly just tke any normd file. Therefore, & can be,
for example, easly renamad, moved, or copied s arry normal fle, For more information, sse the chapter Beginnet’s Tutorial in the TroaCrypt User
Guide.

Are you sure you want to encrypt the entire device/partition?

Encryption Options

O -] = |
FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies ko protect

classified nformation up to the Top Secret level, 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS,

More information on AES Benchmark |

[RIPB'D-ISO _'_] Information on hash algorithms
Help l < Back Mext = Cancel
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= To encrypt the partition you must confirm the size of the partition.
If you are encrypting a file, specify the size of the encrypted file.

B TrueCrypt Volume Creation Wizard

Volume Size

|.:—.5:,5: & e O MB
Size of \Device'\Harddisk0'\Partition2 is 13554.84 MB
Size of a device or partition cannot be modified. Please verify that

the size of the selected device or partition shown above is correct
and click Next.

< Back

&

= Click in “Display password” and enter the EDC hash you previously created with the EDC2PW tool.
Use “copy and paste” to the field “Password” and select “Confirm”.
Verify if everything is OK.

B TrueCrypt Volume Creation Wizard

Volume Password

Password: I3TDDF083094CE7DC8F8382A4D?FEF928

Confirm: l37DOF083394CE7DC8FB382A407FEF928

" i

W Display password

It is very important that you choose a good password, You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
nok contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas@ ~=§* +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters,

< Back Mext = Cancel

3
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= Then click on ,Keyfiles...“ and select your image file “Company.jpg”. At this time you have to select
the specific file — it is not enough just to select drive or path.

Select Keyfile

Suchenin: | () EDC2PW 3] « @ k-
a"’;z}
Zuletzt "% EDC2PW Parameter

verwendete D @RunEDC
F (=) runEDC. 203

Desktop

Eigene Dateien

g

Arbeitsplatz
_—
Netzwerkumgeb  Dateiname: ICorrpany Ll | Offnen I
ung
Dateityp: | A0 Files ) | Abbrechen |
TrueCrypt - Keyfiles
Keyfile { /. O

C:AEDC2PW\Company.jpg Cancel

it

WARNING: If vou
lose a keyfile or if
any bit of its first
1024 kilobytes
changes, it will be
impossible to
mount volumes
that use the
keyfile!

Add Path... REmove Remove All

Any kind of file {For example, .mp3, .jpg, .2ip, .avi) may be used as a TrueCrypt keyfile. Note that
TrueCrypt never modifies the keyfile contents. You can select more than one keyfile (the order
does not matter), If you add a Folder, all files found in it will be used as keyfiles,

[V Use keyfiles what is a ? Generate Random Keyfile. ..
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= Confirm the security warning in case you are using a short password

TrueCrypt Yolume Creation Wizard

'2 WARNING: Short passwords are easy to crack using brute force techniques!

We recommend choasing a password consisting of more than 20 characters, Are you sure you want to use a short password?

Large Files
" Yes
@ No

Do you intend to store files larger than 4 GB in this TrueCrypt
volume?

Note: Depending on your choice above, TrueCrypt will choose a
suitable default file system for the TrueCrypt volume (you will be
able to select a file system in the next step).

Cancel I
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= Generate a “Random Pool” by moving the mouse
= Choose the file system you want to have — NTFS

" TrueCrypt Yolume Creation Wizard

Volume Format

~Options
Filesystem E GusterIDefault vl [~ Quick Format

Random Pool: 25490BF1C97ESEAE]37C3004346F4F73 V

Header Key:
Master Key:

' - Abort |
Done | 1 Speed | O Left l ] )

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the aryptoaraphic strength of the encryption keys, Then
click Format to areate the volume.

Help < Back Format Cancel

= Confirm that all data will be lost during format of the partition

TrueCrypt Yolume Creation Wizard
' CAUTION: ALL FILES CURRENTLY STORED ON THE SELECTED PARTITION "\DevicelHarddskiParttion2” (V:) WILL BE ERASED AND LOST (THEY WILL
\ NOT BE ENCRYPTED)!

Are you sure you want to proceed with fFormat?
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= Formatting will proceed — this may take some time depending on your volume size

B TrueCrypt Volume Creation Wizard

Volume Format

[~ Guick Format

Options
Hesysteml'.’-’—'; I Cluster |Default

Random Pool: C2F224987448B532E8D6300EE4631465 V
Header Key: EGF804CBO65SEODOE7SEL76EF35SE79004. ..
Master Key: SEEAOSEDE744418A4DZAEGZ09E14079E. ..

Done| 0.665% Speed | 15.1 MBjs  Left| 14 minutes

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the aryptoaraphic strength of the encryption keys, Then
click Format to areate the volume.

—ormat Cancel

= Confirm that the encrypted volume can’t be used / read without being mounted in TrueCrypt

TrueCrypt Volume Creation Wizard @

'j IMPORTANT: Please keep in mind that this partition/device can NOT be mounted using the drive letter Vi, which is currently assigned to %1
*

To mount this partkion/device, dick "Auto-Mount Devices' in the main TrueCrypt window. Akernatively, in the main TrueCrypt window, click 'Select
Device', then select this partiticn/device, and dick Taount’. The parttion/device will be mounted to a dfferent drive letter, which you wil selact from
the it in the main TrueCrypt window,

The original drive latter ¥: should be used only in case you need to remove encryption from the partition/device (e.q., ¥ you no longer nead
encrypion). In such a casa, right-click the drive letter ¥: in the "Computer’ (or 'My Computer’) kst and selact 'Format’. Otherwise, the drive letter ¥:
should never be usad (unless you remove it and assign it to another partition/device).

= Confirm end of encryption process

TrueCrypt Yolume Creation Wizard

o
1 ) The TrueCrypt volume has been successfully created.,
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B TrueCrypt Volume Creation Wizard

Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, click Next, Otherwise, click
Exik.

Exit

3

< Back

Enabling and testing the encrypted device

Test of the encrypted partition — first manual mount

= Launch TrueCrypt. Highlight the drive letter you want to use for the encrypted partition. In our

example drive “O:".

B TrueCrypt
Wolumes  System  Eewfiles Tools  Settinogs  Help

Homepage

Drive |_'\-'0|ume
G
g H:
gk ]
G|
g
g 11

P
)
L
L
ST
L
L=

Create YWolums

—Wolurne: -

Size  Encryphion slgorithm | Type |:|

Wipe Cache

| iDevice{HarddiskDiPartition2

W MNever save history

‘ Mounk J Auto-Mount Devices

LI Select File...
| Select Device, .. |

T
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= Then click on “Select Device” and check the partition you have encrypted

Select a Partition or Device
Device Drive Size | Name ]
Harddisk 0: 74.5GB
\Device\Harddisk0\Partition1 C: 61.3GB HOD6720GRPO1
1DevicelHarddiskD\Partition2 13.2GB
Harddisk 1 {removable): 985 MB
\Device\Harddisk1Partition1 E: 984 ME REMOVABLE

| OK I Cancel

= Click on ,Mount” to bring up the password dialog.
= Check “Display password” and copy the EDC hash you previously created with the EDC2PW tool
into the password field

Enter password for \Device\HarddiskOVPartition2

Password: l 37DDFDE3D94CE7DCEFBE382A4D7FFEFSZE QK |
[~ Cache passwords and keyfiles in memory Cancel |

[V Display password
IV Use keyfiles |.______

I Mount Options. .. |
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= Click on “Keyfiles” and “Add File..” to select your Company Image

TrueCrypt - Keyfiles

Keyfile
CAEDC2PW\Company.jpg

Cancel

1]

WARNING: If vou
lose a keyfile or if
any bit of its First
1024 kilobytes
changes, it will be
impossible to
mount volumes
that use the
keyfile!

Add Path. .. REMOVE Remove All

Any kind of file {for example, .mp3, .jpg, .2ip, .avi) may be used as a TrueCrypt keyfile. Note that
TrueCrypt never modifies the keyfile contents. You can select more than one keyfile (the order
does not matter), If yvou add a folder, all files found in it will be used as keyfiles.

V' Use kevfiles what is a kevfile? Generate Random Keyfile. ..

=>» Then finish the mounting process. The result has to look like this

I TrueCrypt
Volumes System  Keyfiles Tools Settings Help Homepage

Drive | ¥olume _ Size | Encryption slgorittm | Type [ 4|

Gam 0 \Device\HarddiskDiPartition2 13.2G8 AES Motrnal

Create Yolume | Yolume Properbies... | Wipe Cache ]

—Yalume -

| iDevicelHarddiskDiPartition2 | Select File. .. ]

W Mever save history
Yolume Tools... |

Select Device. ., ]

Dismount Al | Exit
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= You can now verify the function in the explorer and file system.

% Lokaler Datentrdger (0:)
Datei  eabeiten Anskht Favorten Extras 7 .

@Zuﬁd« " &) :4; / Suchen ( ordnet EI'

Ackesse [ 0:) v [£3 Weshselnzu

& ) SUPPORT A J TO0LS
= l

1) TOOLS
# 123 ToolsCO
¥ ) Tworks
4 [2) tworkstokal
# ) VALLEADD
# ) Vitua Machines
) WINDOWS
E Girkech (0:)
S REMOYAELE (E:)
% 98501_Gritech auf "Sbs01" (G:)
s DVD-RAM-Laufwerk {I:)
2% 53501 _alg auf "Sbe01" (K:)
-
L) TOOLS
=¥, Sbs01_user auf "Sbs01” (U:)
e Lokaler Datentrager (¥:)
(} Systemsteusrung
1) Gemeinsame Dokumente
|2 Dateien voa DR
| Dateien von JM
I Dateten von IS
I Dateien von M8
1) Dateten von 5T
{0 Hobies Gerst
# %9 Netawerkumgebung
2 Papierkorb

" s & &

wo&&)‘l"'-“o#'&

o

Hint:
Sometimes the explorer doesn’t show the drive letter correctly. This is simply an update issue which can be
solved by closing and reopening the explorer. It has no impact on the functionality of the decrypted drive O:

Automating hard disk decryption

Prepare RUnEDC.exe

To make the decryption process simple for the user, G/On is delivered with a tool, RUNEDC.exe that will
automatically create the hash value needed for encryption. This tool uses AutolT (a command line
programming tool). Locate and download AutolT version 3 or later from:
http://www.autoitscript.com/autoit3/index.shtml.

= Launch AutolT.exe and open the RUnEDC.AUS file
= Edit the variables in the first section of this file as described
= Compile “RunEDC” with “F7”-key

Compiling the script is a nice way of hiding the settings and partition information from normal users and
administrators. Obviously, reverse engineering the script makes the settings visible but the EDC and
password are still not revealed to the engineer.

Prepare Autorun.inf

Normally, the G/On EClient.exe is launched by an auto start function when the G/On USB is inserted into the
PC. When you use the USB for the encryption functionality described in this document, you want to be able
to decrypt the hard disk patrtition or file independently of the G/On connection. This is handled by RunEDC.
So, the autorun.inf on the CD-partition of the G/On USB should be modified to execute RUnEDC.
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It also should have a context menu where you can select both modules “RunEDC” and “Eclient” depending
on what you want to do.

Here is an example for Autorun.inf:

[autorun]

open=RunEDC.exe

Label=Giritech

Icon=gon.ico

shell\verbO\command=RunEDC.exe
shell\verb0=G/On RuUnEDC - Data encryption
shell=verb0

shell\verbl\command=EClient.exe
shell\verb1=G/On EClient - G/On online connection
shell=verbl

shell\verb2\command=Gupdate.exe /getall /yestoall
shell\verb2=G/On Update CD

shell=verb2

shell\verb3\command=Gupdate.exe /updaterw /getall
shell\verb3=G/On Update RW

shell=verb3

Prepare the CD-partition of the G/On USB

Prepare G/On CD-Partition

Copy the following files to the folder “C:\Program Files\EMCADS\Clients” on the G/On Server. The content of
this folder is copied to the CD-partition of the G/On USB when the USB is updated with the GUpdate
function.

= TrueCrypt Traveler version: A total of 4 files
= Company.jpg — the image used for the encryption
= RunEDC.exe — Compiled AutolT3 Script
= EDC2PW.exe — Giritech EDC hash tool.
= Autorun.inf — to start “RunEDC” instead of “Eclient”
X New Grofs  Typ Gosrdert am
A EiCorpary.pg €308 WECHM 07.07 2008 13:18
Lod adczpw. axe 218768 Awerdag 26,06 2002 14:43
€ RurtDc mom 2900 Anwerdirg 0207 2008 10:43
Truelryvpt Format. exe 1.326¢B Awerdung 23.07.2008 15:00
TroaCrypt, axe LIS7TED  Arwwerdurg 22072002 150
i"_:lr.n k. oy S Svvlmrdale 23072008 15:00
T8 troecryple x5 595 ZM B Systevdate 23.07 2002 15:00

Cleanup system

Remove all temporary files that are no longer needed from your hard disk:

= TrueCrypt — if you like to hide the application used for encryption

= EDC2PW, RunEDC, Company.jpg — they are on the G/On stick and G/On Server
= Delete the file with the stored hash or copy it to your administrator documentation.
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Emergency Decryption Tool

Create emergency application string

In an emergency situation you can create a G/On application string which will give a user a G/On Menu
option to allow the user to open the encryption with another G/On stick or Desktop client.

= Application Type: Application Launcher (9)
= Application to launch %GONPATH,noedit%TrueCrypt.exe

= Parameter Syntax:
Iv <TrueCryptDevice> /| <MapptedDrive> /k <TrueCryptimage> /p <EDC-Hash> /q /s

= Parameter example:
/v \Device\HarddiskO\Partition2 /I O /k Company.jpg /p 1234567890123456 /q /s
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