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2. Scope

This document describes how to:

implement a SOCKS Server on a G/On Server in order to support a Citrix Farm
configure Citrix to use SOCKS for ICA connections

configure G/On Client to automatically launch SOCKS Gateway and Citrix Web Interface
automatically login to Citrix Web Interface giving a single sign-on experience

3. Prerequisites

3.1.G/On Server
We used version 3.2.3 installed on a Windows 2003 Enterprise Edition SP1

3.2.SOCKS Server

We used JanaServer2 which can be downloaded here ->
http://www.janaserver.de/start.php?lang=en&menue=download

3.3.AutolT Scripting

We used AutolT to script the auto-login functionality. AutolT can be downloaded here ->
http://www.autoitscript.com/autoit3/

3.4.Citrix Server/Farm
We tested with Citrix MetaFrame Presentation Server for Windows, version 3 and 4
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4. SOCKS Installation and Configuration

4.1.Installation

Copy janasetup.exe to the G/On Server
e Run the program and follow the instructions
o Afterinstallation, the JanaServer2 is automatically started

4.2.Configuration

The JanaServer2 is automatically installed as a service and starts running after installation has completed.
JanaServer2 places an icon in the system tray, from which settings can be chosen, allowing for configuration
of JanaServer2.

et mail FrDmV%P

Lock DUIR
Disconmeck DLM

Windows MT 3

i
e

Settings is launched in the default Web Browser, and very few settings have to be changed in order for it to
work.

Quit

Click on [Configuration]

Any User on the network can change his personal password for email,
email forwarding or proxy access here.

Administrative settings or server monitoring using the system Monitor are
restricted to the Administrator.

Opera hrowser users: The hrowser should identify itself as OPERA, and

not as IE or Netscape.
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Select “Basic settings”

» Help with this page «

Here you can specify those TP addresses which Jana will he hound to. It
would make sense to enter the IP-address of the local server network
card. In case you want one or more Server-Options to he accessible from
the Internet, please enter 0.0.0.0 as an additional TP-address separated by
a colon. (, ) If you use Jana on a single machine only, enter the IP-address
(127.0.0.1 ). Access via the local network is then, however, disabled. Do
never enter the address of any Client-Machine here !

IP-Addresses: | [127.0.0.1

First click Submit for the lower part of this page to reload.

It is important that the SOCKS Binding IP address be set to a Loopback address (127.0.0.0/8), because this
will keep traffic inside the G/On Server, taking advantage of the high speed of the internal BUS in the server.

From a security standpoint, using the Loopback interface also removes the ability for others to use the Socks
Server to gain unwarranted access.

The service will be bound to the Loopback address configured in the SOCKS Binding setting, and can
therefore only be used by the server on which the G/On Server is installed.
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Scroll down on the page, click off “Socks 4/5 Proxy”, and press [Submit] at the bottom.

Fip Gateway r

Extra Gateways r

Telnet Gateway r

Socks 4/5 Proxy 3

RealPlayer Proxy r

] JanaAdmin.exe W

Configuration ¥

You must restart Jana to activate the changes made on this page. Check
the Server Log File afterwards to look for any errors !

And finally, restart the JanaServer2 to activate the configuration.
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5. Citrix Web Interface Configuration
5.1.Creating a Connector

If you already have Citrix Web site configured and running, you will have a connector configured. This
connector should not be touched, as this would cause your current users to be unable to connect.

go to the Microsoft Internet Information Server (IIS) where you connect to Citrix Web site
start the MetaFrame Presentation Server Administration tool.

configure a new connector and call it “MetaFrameGOn”

edit the client side proxy settings to use SOCKS and connect to 127.0.0.2 on port 1080

ﬁ_ - Remote Desktop

ocuments and Settings' Administrator.GRIFFINDK Desktop®, Citrix Admin
File Edit ‘Wiew Favorites Tools  Help
k) Back ~ g) — j’ | ,'j Search | Folders ‘ & o ) | -

Address IE] C\Documents and SettingsiAdministrator, GRIFFINDK\DeskkopCitrix Admin

lame = | Size | Tvpe | Diate Modified | Atkributes |
Access Suite Console for Pres. .. 2KB Shortout 05-01-2007 11:23

%AD.m E MetaFrame Presentation Server Administration
GEroup

@Licen: File Action Wiew Help

o Iﬁ?Prese e =l =N
- Sikes
1 E MetaFrame Presentation Server Administration ey g H .
E Alerts (1) @ I—‘-—S’ @ = http:flunisw.gr“. clTR!x

Search Resulks Home: My Wiews  Search

{55 My views ® Information
| Report Center

 Licensing [0 1 Unreachable
f‘ij Diagnostic Facility MName: htkp: ffunist griffin..
:4:‘ Suite Components Common Tasks ;y'pe: i II:\\IﬂettaFralmebTresente
] ) ) ccess Method: ot applicable
g, Configuration Todls Change display Configuration Source: Lacal l?illz:a
H E--ml Web Interface g )
; - . . Manage server farms Technology: ASP
H http:ffunisre. griffin.dk/Citrixz /MetaFrame coni thenticati FERR 4.0.4.5085
: R e L onfigure authentication : 0.4
t:tt;.,f,fumsrv.g{lfﬁn.ko'Cltrlx,l’MetaFrameGon methads URL: bbb ffunisry griFfin..
otfix Managemen

:6 Presentation Server

Edit Client-Side Proxy - http://unisry.griffin.dk/Citriz/MetaFrameGon

If you are uzing a proxy server at the client-zside of the Web Interface installation, vou can specify if clisnts must
communicate with the server through the prozy server.

M apping Secure

| task | Prrowy | Prowy address | Prowy pon I dove Up | Displays

SOEKS
[ove Down |

Bemave

FTESETCAUT SEr v Er LOTTS0E

] Q;’Startl J B aé J I C:\Documents and Settin...“i.] MetaFrame Presenta... J R 1m0s

5.2.0lder Versions of Citrix

The configuration above works with both Presentation Server version 3.x and version 4.x. If you have an
older version, like MetaFrame XP, please consult the Citrix documentation on how to create a Web Interface
Connector.
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6. G/On Server Configuration
6.1.Socks Proxy String

10;%SOCKS_SERVER,mustedit,noblank%;%SOCKS_PORT,forceselect[1080,default]%:tcp;;;% TRAY_HINT
,mustedit%;%APPL_NAME,mustedit%;%KILL_APPL_ON_EXIT,mustedit%:;;;False;False

Application String Editor Ed

M ame
Socks Gateway on GAOR Server Save
Type
Terminal Service Legacy (4] Cancel
|CA Dezktop Legacy (5]
Application Connector - Single Part [8
Application Connector - Gatewan [10]
Application Launcher [3)
—String partz [10 - TClient kMultiport]
Server namedip
IZSEIEKS_SEHVEH,mustedit,mhlankZ 4
Forts to fonward
IZSDEKS_F"DHT,fn:nr-:eselec:tﬂ 0130 default]®:top E dit | d
Tray hint
| 2T RA&Y_HINT mustedit?z %
Application fitle
| ZAPPL_NAME mustedit’: %
Application names to kil on exit [zeperate with #]
|ZKILL_.-'E«F'P'L_EIN_EXIT,mustediti'é iz
Application ta launch
| %
Application parameters
| %
Lock to process— ~Shaw progress————
i~ Az option Az option
i Force ta True " Force ba True
{* Force to False % Force o False
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Title
&pplication [MSTSC Single Port .-'1'-.|:-|:;|
MSTSC Conzole Single Part App
FH on Key Application Law
Show Arguments Application La.
Socks on G40n Server Fulti Pork &ppli
Terminal Server Deskiop [Leqacy RDP] Terminal Servicll
—Socks Gateway on G/0n Server
Parameters
SOCKS SERWER: |12?'.EI.EI.1
SOCKS PORT: 1020 =l
TRAY HIMT: IEitri:-c SOCKS Gateway
APPL NAME: |
FILL AFFL OM ExIT: waicaEE.e:-:e
[T Save az new
Reset | Cancel Save
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6.2. Citrix Web Interface String

8;%CITRIX_WEB_INTERFACE,mustedit,noblank%;80;80;tcp;% TRAY_HINT,mustedit%;%APPL_NAME,mus
tedit%;;%BROWSER,noedit%;http://127.0.0.2:%PORT,noedit%/Citrix/%CONNECTOR,forceselect[MetaFram
eGOn,default]%/auth/login.aspx;True;False

Application String Editor Eq |

I ame
IEitri:-: Web Interface Save | tring
Tupe H_MAME mustedit noblank?:80:80tcp 2 TRAY_HIN
- - Eepmacl Jnuztedity  XBEROWSER noedit® http: //127.0.0.2:
Teminal Service Legacy [4) —I OMMECTOR mustedit noblankz/authlogin, asps L
IE.-'E-. ektu:uL u: 5 T [TruelFalze]® S howProgress forceselect] T ruelF alze
Apphcation Connector - Single Part [

Application Connectar - Gateway [10] Parameter editor [ =]

Application Launcher [9]

—String partz [8 - TClient Singleport]
Server nameip
I‘ZEITHIX_WEB_INTEHFﬁEE,mustedit,nnblankZ ﬂ

Destination port Lizten port [client] Com. type
IBEI <->|EEI Itu:p
Tray hint
|Z=TRAY_HINT mustedit’z % Farameter name
Application title I
I@PPL—N'&ME'muStEdM - {* Mo Conshraints £ Must Edit [T Hoblank
Application names to kill on exit [seperate with #]  NoEdi ¢ Force Select
| %
Application ko launch Yalues
[>BROWSER noedi; % Walue | Defaul |
Application parameters
|htt|:u:h’1 27.0.0.2%PORT .noedit? Citrix % CONNEC Iﬁl

Lock to process— [ Show progress———

Az option {4z option

¥ Force to True " Force to True

" Force to False f* Force to False

Cancel ak
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Editing menu action

Title
Application | Citiv Application Application Lat |
Citrix Desktop [Legacy 1CA] |CA Legacy ,_I
Citrix G atewsay bulbi Port Appl
Citriv PM Application La.
Citrix "Weh |nterface Single Port Apg
Citrix Wb Interface Autaloagin Application La ¥
—Citrix Wb |nterface
Parameters
CITRI= WEB INTERFALE: Il:t:-c.cumpan_l,l.cnm
TR&Y HINT: IEitri:-: “Web Interface
APPL NAME: |
CONNECTOR: | MetaFrameGOn =l
[T Save as new
Reszet | Cancel Save
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The source code for the AutoLogin script can be found in section 8.

NB! make sure that you copy AutoLogin.exe to C:\Program Files\Emcads\RWData on your G/On Server

9;%VENDORPATH,noedit%\AutoLogin.exe;%APPL_TITLE,mustedit,noblank% %USERNAME,noedit%
%PASSWORD,noedit% %DOMAIN,mustedit,noblank%

e
MName
I.-'l'-.utu:uLu:ugin Bepig 2 SAPPL_TITLE mustedit noblank 2

Type

ditz ZD0kAIN, mustedit noblank &

Terminal Service Legacy [4)

|CA Desktop Legacy 5]

Application Connector - Single Port [8]
Application Connector - Gateway 10

Application Launcher [3]

—String parts [Application launcher - 9]
Application exe

I‘Z"»-"ENDEIFEF'.-'l'-.TH,nDeditK'\.&utDLugin.exe

i

Application parameters
[3PPL_TITLE mustedit noblank? %USERNAME no |L|

Cancel

Parameter editor | x|

EzaPPL_TITLE musteditnoblank % %USERMAME noedits %
PASSWORD, noedit: ZDOMAIM, mustedit noblank %

Farameter name
{* Mo Constraints £ Must Edit [T Moklank
Mo Edit { Force Select
Yalues
W alue | Drefaulk |
Cancel | (] I
© Giritech A/S. -11- HOWTO

Integrate Citrix Web Interface
With G/On



R IrccrHe

Editing menu action

Title Citrix *w'eb Interface Auto Login
Application | AC Intranet Single Port App =
Autalagin Application Lat
Citrix Application Application Lal
Citriz Deskiop [Legacy [CA) |CA Legacy
Citrix Gateway Rulti Port Appli
Citriz PM Application Lau ¥
Parameters Autalogim
APPL TITLE: I"M etaFrame Presentation Ser
DOMAIN: |DEMD

s

[~ Save as new

Rezet | Cancel | Save

The “APPL TITLE” field should be set to what is displayed as the Windows Title in the Citrix Web Interface
login page. The title must be place in double quotes (“MetaFrame Presentation Server Log In”) to be
returned as one parameter to the AutoLogin script.

,z"j MetaFrame Presentation Server Log In - Windows Internet Explorer

.
@‘T - |g http:,l',l'&&ﬂl.company.cc:m,l'Citrix,l'MetaFrameGOn,l’auth,l'Ingin.aspx

GDLngE|Cv LIStart 4;@ @ E - | % Bogmaerker

ﬁ? "1";1‘? :é MetaFrare Presentation Server Log In | |

o rrccry | WEP Interface

for MetaFrame® Preseni

Log in [ @) Welcome

User name: Please log in

|| To log in to MetaFrame |

Password:

| If you do not know your

IDUma'”: Message Center
The Message Center disj

Advanced Options =>>
i You do not have t
*-,/] MetaFrame Preser
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In order to auto-launch the Socks Gateway, the AutoLogin and the Citrix Web Interface, it is important to
configure these items correctly in the menu given to the user. The auto-launch feature of G/On reads
through the menu assigned to the user, and executes auto-launched applications sequentially.

The menu should therefore look like this:

kenu tree;

[=- E_itri:-:
i Citriw Socks Gateway

Citriv \Web Interface

Citriv \Web Interface Auta Login

Right click on each Menu Action to set the auto-launch parameters for both the Citrix Socks Gateway and the
Citrix Web Interface AutoLogin to “Autolaunch”, “Hidden”, and “Force to menu root”

G G/0n Admin
File Wiew Help

8 [=] B3

I Add menu |
Delete menu |

Citrist Socks Gatevsay
& Citrin Web Interface Auta Login
“o Cibri weh Interface

& change menu item properties  [H=]

rMenu item propertie

Action ICitri:-t Socks Gateway

Caption IEilri:-t Socks Gateway

v Hidden

[~ Can substitute clients on low privileges

v Force to menu roat

Cancel | Save I

. Applications I Menu actiohs Menus | Groups I Uzers I
[ ETTE
kenu name | Groups using this menu
Citrix
! Forced Update TESTAEMCADS
Girikdenu TESTYDomain Uzers
| MotGirkdenu TESTYAN Test Users
| Test TEST D omain Admins
Menu tree; tenu Actions [Double click or Drag and Crop to tree]
=1~ Citrix | i - [separator)

ko Login

p on CT=01

il

- Published Ex=cel
- Published Maotepad
- Publishied Outlook,

- Publighed "Word

- Update RSO
- Update A w

- Published PowerPaint

< Shiaw Citrist Arguments

|Loading tree.,
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And do the same for Citrix Web Interface, except do not check “Hidden”

G G/0n Admin
File Wiew Help

I Add menu |
Delete menu |

Applications I Menu actions Menus | Groups I Userz I
enus
tdenu name | Groups Lsing this menL
Citrix
Forced Update TESTAEMCADS
Giribdenu TEST\Domain Uzers
MotGinkdenu TESThall Test Users
Test TEST4Domain Adming
tenu tree; B Cchange menu item properties [_Tol=] Dirag and Dirop bo tree)

[=- Cikri
- Citriw Socks Gateway

Citrix Web Interface Auta Login

Citriz wWeb Interface

rMenu item propertie

Action

IEitlir: Wwieb Interface

Caption

I~ Hidden

ICitlir: Wwieb Interface

[~ Can substitute clisnts on low privileges

|¥ Force ta menu oot

o Login

pon CTx01

Cancel | Save I

nDo

- Published Access

- Published Dezklop
- Published Ex=cel

- Published Maotepad
- Published Dutlook,

- Published *aord

- Update RO
- Update B M

- Published PowerPaint

- Shaow Citrix Arguments

|Loading ez
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8. AutoLogin Script — Source Code

;Automatic Login

; String:
;9

; $VENDORPATH, noedit%\AutoLogin.exe;
; S$TITLE,mustedit% %USERNAME, noedit% %PASSWORD,noedit% %DOMAIN,mustedit,noblank%

Hide the application so it acts as an OS command

#NoTrayIcon
WinSetState (

if $CmdLine|[

"AutoLogin", "", @SW_HIDE)

0] >= 3 Then

STITLE = $CmdLine[1]
SUSERNAME = $CmdLine[2]
$PASSWORD = $CmdLine[3]
if $CmdLine[0] == 4 Then
SDOMAIN = $CmdLine[4]
Else
SDOMAIN = ""
EndIf
Else
SMsg = "The following values must be specified for AutolLogin to work:" & QCRLF & @CRLF
SMsg &= "TITLE - Windows title of the application to AutoLogin into" & QCRLF
SMsg &= "USERNAME - Username to login with" & QCRLF
SMsg &= "PASSWORD - Password that belongs to Username" & @CRLF
SMsg &= "DOMAIN - If required, a domain name can be supplied"
MsgBox (16, "Parameter Error", S$Msg)
Exit (1)
EndIf

; Wait up to 300 seconds (5 minutes) for Application to Start

if WinWait (STITLE, "", 300) == 0 Then
MsgBox (16, "Application Not Started", $TITLE & " was never started. Autologin
Exit (2)

EndIf

Sleep (2000)

WinActivate (STITLE)

; Send login information
Send (SUSERNAME, 1)

Send ("{TAB}")

Send (SPASSWORD, 1)

if $DOMAIN <> "" Then
Send ("{TAB}")
Send ($DOMAIN, 1)

EndIf

Send (" {ENTER}")

; Clean memory of sensitive information

SUSERNAME = ClearVar (SUSERNAME)
SPASSWORD = ClearVar ($PASSWORD)
If $DOMAIN <> "" Then

SDOMAIN = ClearVar ($SDOMAIN)
EndIf
Exit (0)

Func ClearVar ($var)

Sval = "

For $i =
Sval

Next

1 to StringLen ($var)

§= "xm

Return ($val)

EndFunc
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9. Disclaimer

Giritech does not endorse the use of the mentioned non-Giritech products in this document. These third party
applications and tools are used in their “as-is” form and versions and Giritech can not give any assurance
that the described integration with G/On will be available or possible in future releases of these products.
Giritech makes no warranties that the mentioned tools in this document works in accordance with their
description or in accordance with the expectations of the user(s).
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